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Abstract System-level fault diagnosisof massively parallelcomputersrequiresefficient
algorithms,handlinga many processingelementsin a heterogeneousenviron-
ment.Probabilisticfaultdiagnosisisanapproachtomakethediagnosticproblem
both easierto solve andmoregenerallyapplicable.The price to pay for these
advantagesis thatthediagnosticresultis no longerguaranteedto becorrectand
completein every fault situation.In anearlierpaper[2] theauthorspresenteda
novel methodology, calledlocal informationdiagnosis, andappliedit to createa
family of probabilisticdiagnosticalgorithms.This paperexaminestheidentifi-
cationof fault-freeandfaulty unitsin detailby definingthreeheuristicmethods
of fault classificationandcomparingthediagnosticaccuracy providedby these
heuristicsusingmeasurementresults.
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Intr oduction

Massively parallelcomputingsystemsarebuilt upof alargeamountof func-
tionally identicalprocessingelements(PEs).PEsexecutetheuserapplication
in adistributedmanner, andcooperateusingacommunicationmediumto unify
thepartialresultsin completesolution.Theprobabilityof anerroroccurrence
duringapplicationexecutionin anmassively parallelsystemis significantdue
to thelargenumberof componentsandthelong continuoustime of operation.
Therefore,keepingthedeliveredsystemserviceuninterruptedby toleratingthe
effects of occurringerrorsis very importantfor parallel systems. This aim
can be achieved by a fault tolerantarchitecture. Automatedfault diagnosis
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is an integral part of multiprocessorfault tolerance. Its task is to locatethe
faulty units in the system. Identifiedfaulty units arestopped,andphysically
or logically excludedfrom thesetof availableresources,andthecomputeris
reconfiguredto useonly thefault-freesystemdevices.

Existing methodsfor system-level fault diagnosiscanbe categorizedinto
deterministicandprobabilistic methods. Deterministicdiagnosisalgorithms
guaranteethecorrectandcompleteidentificationof thefault set,providedthat
certaina priori requirementson the structureof the testarrangementandthe
behavior of thefaulty unitsaresatisfied.Theserequirementsareusuallystrict
andoftenimpractical.Theresultingdeterministicalgorithmsaretoo complex
and not efficient enoughto handlelarge systems. Probabilisticdiagnostic
algorithmsonly attemptto provide correctdiagnosiswith high probability.
Thisimpliesthatthecreateddiagnosticimagecanbeeitherincorrect(fault-free
processorsaremisdiagnosedasfaulty, or vice versa)or incomplete(the fault
stateof certainprocessorscannot beclassified). Thebenefitsof theprobabilistic
approacharesimpler, fasteralgorithms,andno restrictive assumptionson the
testarrangementor on thefault sets.

1. SYSTEM-LEVEL FAULT DIAGNOSIS

System-level fault diagnosisusesa simplified fault model. The systemis
built of a setof ������� units �	��
������������������� , connectedby a setof ��� ���
interconnectionlinks ��� 
!�������������"��#$� . The units and links form a graph% 
&� � � � � . A unit � � caneitherbe fault-free(written as ')(� ) or faulty ( '�*� ). It
maytestoneor moreotherfault-freeor faulty units. Thecompletecollection
of testassignmentsis a digraph +,
-� � �/.0� , where .21 � containsthe set
of 3 � �4
5� �6� � � ��� testsbetweenunits �6� and � � . Two setscanbe associated
with each�6� unit: (1) thesetof unitstestedby ��� , 7�� ��� ��
98 � ��: 3 � � � .<; , and
(2) thesetof testersof � � , 7>=?*@� � � �A
B8 � � : 3 � � � .C; . Theunionof testedand
testerunitsis thesetof neighborsDE� ��� �>
F7�� ��� �)GH7I=?*J� ��� � . Thesetof units,
that arereachablefrom � � via directededgesequencesconsistingof at mostK

edgesarecalledthe
K
-neighbors: D0L�� ��� � . Thecardinalityof thesesetsare

denotedby MN� ��� � and M�LO� �6� � , respectively. Edgesof the + digraphor testing
graph arelabeledby the P � � �RQ testresults. Testshave a binary (pass/fail)
outcome.The Q setof testresultsis calledthesyndrome.

Thesyndromecanbeinterpretedaccordingto varioustestinvalidationmod-
els.Testinvalidationis theeffectof thebehaviourof afaultyunitonatestresult.
For example,afaulty testerunit mayproduceannondeterministicpass/fail test
result,independentonthestateof thetestedunit. Thistestinvalidationscheme
is calledthesymmetricinvalidationor PMCmodel[5]. Othertestinvalidation
schemesare also possible. In heterogeneoussystemsconsistingof various
functionalunits, test invalidation will likely be heterogeneousaswell. The
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generalized test invalidation schemeprovidesa unified framework to handle
thedifferencesof theinvalidationmodelsof systemcomponents[6]. Themodel
is describedin Table1.1. Dueto thecompletetestassumptionfault-freeunits
alwaystestotherunitscorrectly. Testresultsof faulty testerunit canhavethree
outcomes:alwayspass,alwaysfail, or arbitrarily pass/fail independenton the
faultstateof thetestedunit. Theseresultscorrespondto theconstants0, 1, and
X. Nine possibletestinvalidationmodelsareencompassedby thegeneralized
scheme,denotedby the respective o and p values.For example,symmetric
invalidationis referredto asthe qAr�r testinvalidationmodel.

Table1.1 Generalizedtestinvalidation

Testerunit Testedunit Testresult

fault-free fault-free pass
fault-free faulty fail
faulty fault-free sutwv pass,fail, or arbitraryx
faulty faulty yRtwv pass,fail, or arbitraryx

Therelationshipbetweentesterandtestedunitsencapsulatedby generalized
invalidationcanbe usedto derive parameterizedone-stepimplication rules.
One-stepimplicationshavetheform of “f aultstatez of unit {6| impliesthefault
state} of unit {O~ ” (denotedby �)�|�� �)�~ ). An implication rule is affectedby
threemainparameters:(1) the testinvalidationof the testerunit, (2) the (hy-
pothesized)fault stateof thetester/testedunit, and(3) theactualtestoutcome.
Four typesof one-stepimplicationrulesexist: tautology, forwardimplication,
backward implication,andcontradiction.A contradictionprovidesa sureim-
plication: it expressesthateitherthe fault-freeor the faulty stateof a certain
unit is incompatiblewith thesyndrome:�)�| � �I��| . Thecompletesetof param-
eterizedone-stepimplication rulesderived from the generaltest invalidation
modelcanbefoundin [2].

Two one-stepimplicationscan be combinedinto a two-stepimplication
usingthetransitive property: if �)�| � �)�~ , and �)�~ � �)�� aretwo valid one-step
implications,thenthey imply � �| � � �� . Thesetof all one-stepandmultiple-
stepimplicationsobtainedby repeatedapplicationof thetransitive propertyis
thetransitiveclosure. It containsall informationthatcanbeextractedfrom the
syndrome.In thefollowing sectionwe describehow thetransitive closurecan
beutilized in thediagnosticprocedure.

1.1 Local information diagnosis

Thetransitiveclosureisobtainedusingtheimplicationrulesderivedfromthe
generalizedtestinvalidationmodel,andsoit is thecompletesourceof topology
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andfaultsetindependentdiagnosticinformation.A diagnosticalgorithmbased
onthetransitiveclosureexecutesthefollowing steps:first, one-stepdiagnostic
implicationsareextractedusing the parameterizedimplication rulesand the
actualsyndrome.Then,multiple-stepimplicationsareobtainedby transitively
combiningone-stepimplications.Inferencepropagationmaycontinueuntil all
possibleimplication chainsareexpandedin full length,that is, the transitive
closureis created.All units involved in contradictionsfound in the transitive
closurecanbesurelyclassifiedasfault-freeor faulty. Finally, otherunitsare
diagnosedby adeterministicor probabilisticfault classificationmethod.

Therearetwomainperformancebottlenecksin theaboveoutlinedprocedure.
First andforemost,generatingthetransitive closureof a largeinferencegraph
is a computation-intensive task. The underlying idea of local information
diagnosis(LID) is thataprobabilisticalgorithmcanachievehighprobabilityof
diagnosticcorrectnesswithoutexpandingtheimplicationchainsin full length.
Two maintypesof fault patternscanoccurin a massively parallelsystem:(1)
thefaultsarescatteredthroughoutthesystem,separatedfromeachother, and(2)
thefaultsarelocatedclosetoeachotherformingagroup. In mostpracticalcases
bothsituationscanbehandledusingjustaportionof thediagnosticinformation
[3]. Theotherperformancebottleneckoriginatesin theclassificationof those
unitswhicharenot involvedin acontradictionandwhosefault statecannotbe
surelyidentified. Deterministicalgorithmsrequirecomplex methodsfor this
task,sincethey mustguaranteea correctandcompletediagnosis(if only in a
restrictedsetof cases).Probabilisticalgorithmsdo not usethe requirements
necessaryfor correctoperationof deterministicmethods,and thereforecan
provide gooddiagnosticperformanceevenbeyondthetraditionallimits.

Along theseguidelineswe presentedin an earlier paper[1] a family of
probabilisticdiagnosticalgorithmsbasedon the local informationdiagnosis
methodology. Thesesimpleandefficient algorithmsusethe generalizedtest
invalidation principle making them able to handlea classof heterogeneous
systems.Hereweoutlinethemechanismonly of theLimitedMultiplication of
InferenceMatrix (LMIM) algorithm,theinterestedreadercanfind thedetailed
definition of theotherLID methodsin [2]. In the initial phaseof the LMIM
algorithm one-stepimplicationsare collectedand storedin the �"�����"� M
inferencehypermatrix. The M matrix consistsof four ����� binary minor
matrices: �9��� , �9��� , �B��� , and ����� . The �C����� ������� elementof the �����
minor matrix �	�a��� ��¡@¢O�J£"¤n¥ equalsto 1 if thereexistsan ¦ �§©¨ ¦ �ª one-step
implicationbetweenunits « § and « ª , otherwiseit is 0.

Transitive closurecanbecomputedby the logical closureof theM matrix.
This is achieved by the repeatedapplicationof the ��¬®�¯��±°³² �B¬´�°>µg�B¬´�°
iterationuntil nonew implicationsappearin thematrix. In theLMIM algorithm
the M matrix is multiplied only a few, constanttimes. Thus,the matrix will
containonly a subsetof the diagnosticinferencesincludedin the transitive
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closure. Nonzeroelementsin themain diagonalof the È9É�Ê and È�Ê�É minor
matricessignify contradictions.For example,if Ë É�Ê@Ì Í/Î�ÍÐÏ equalsto 1, thentheÑ ÉÒ<Ó Ñ ÊÒ implicationholds,thatisunit Ô Ò is surelyfaulty. Similarly, all Ô�Õ units
correspondingto the nonzeroË É�Ê@Ì Ö×Î�Ö�Ï and Ë Ê�ÉØÌ Ö×Î�Ö×Ï elementscanbe surely
classified.For otherunits a heuristicfault classificationrule mustbe usedto
determinetheir fault state. The quality of the employed fault classification
heuristicsignificantly affects diagnosticaccuracy. Our previous paperused
oneof thepossibleheuristicrules. This paperintroducestwo additionalfault
classificationheuristics,calledElectionandClique, to the existing Majority
heuristicdescribedin [1]. Thediagnosticperformanceof the threeheuristics
arecomparedusingmeasurementresults.

2. FAULT CLASSIFICATION HEURISTICS

ThethreefaultclassificationheuristicscalledMajority, Election, andClique
presentedin this sectionare all basedon the assumptionthat the number
of faulty units doesnot exceedthe numberof fault-freeunits in the system.
However, eachheuristicusesthisassumptiondifferently.

Majority heuristic

The idea of Majority heuristicsis simple: sinceonly the fault-freeunits
producereliable test results,only the implicationsfrom the fault-freestates
(storedin the È9É�É and È9É�Ê minor matrices)should be considered. TheÑ ÉÕ Ó Ñ ÉÒ and

Ñ ÉÕ Ó Ñ ÊÒ implications Ù Ö©Ú-Û�Î�Ü�Î�Ý�Ý�Ý�Î�Þ�ß canbe interpretedas
votesfor the fault-freeandfaulty stateof the Ô Ò unit, respectively. The fault
classificationcan be madeas a majority decisionbetweenthe votesfor the
fault-free/faultystate.Thesumof votes,i.e.,thesumof

Ñ ÉÕ Ó Ñ ÉÒ and
Ñ ÉÕ Ó Ñ ÊÒ

implicationscanbecalculatedby countingthenonzeroelementsstoredin the
Í th columnof the È É�É and È É�Ê matrices(seeFigure1.1). Comparingthetwo
sumsà�É Ì ÍÐÏnÚ&á Õ ËâÉ�Ê Ì ÖØÎ�ÍÐÏ and àãÊ Ì ÍÐÏäÚ&á Õ Ë<É�É Ì ÖØÎ�ÍÐÏ , theunit is diagnosedas
faulty if à�É Ì ÍÐÏaå àãÊ Ì ÍÐÏ , otherwiseit is fault-free.

Election heuristic

The Electionheuristicappliesthe mechanismof the CFT algorithm[2] to
limited inferencemethods.Theideais to identify thefaulty unitssequentially
one-by-one.Units arerankedaccordingto thelikelihoodof thembeingfaulty
for the purposeof selection,andin eachidentificationstepthe unit with the
highestranking is diagnosedas faulty. Then, the diagnosticuncertaintyis
decreasedby removing the uselessandconfusingimplicationsoriginatingin
theactuallylocatedfaulty unit. Naturally, rankingsmustberecomputedeach
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Figure 1.1 Calculationof the ñ èóò ôöõ and ñ ê�ò ôöõ values

Election heuristic÷
initialization ø

for each ù×úWûwü doý�þ ò ô�õgÿ ñ ê ò ô�õ�� ñ è ò ô�õ�äý�þ ò ô�õØÿ���� ý�þ ò � õ	� ù � û�
� ê�� ù ú��
end for÷

election ø� ÿ ü ���âÿ��
while � ��������� èëê ò ������õ �!#" do

find ù%$ with:
maximum

ý�þ ò &ãõ , and
minimum

�äý�þ ò &ãõ
�éÿ��(' ù $� ÿ � � ù%$) ù×úWûwü �*� èëê�ò &+�hôöõ×ÿ "
recalculate

ý�þ ò ô�õ and
�äý�þ ò ô�õ

endwhile
÷

classificationø) ù×úWû �,� ù×ú is faulty) ù � û � � ù � is fault-free

Clique heuristic÷
initialization ø

for each ù×úWû ü do- è ò ô�õ×ÿ - è ò ô�õ.' ù � , if � èÐè ò ô*�/� õ0�!1"- ê ò ô�õ×ÿ - ê ò ô�õ.' ù � , if � èëê ò ô*�/� õ0�!1"
end for÷

cliqueclosureø
for each ù ú û ü do

for each ù � û - è ò ô�õ do- èóò ô�õØÿ - è�ò ô�õ.' - èóò � õ- ê/ò ô�õØÿ - ê�ò ô�õ.' - ê/ò � õ
end for

end for÷
classificationø

find ù�$ with:
maximum 2 - è ò &ãõ 2 , and
minimum 2 - ê/ò & õ 2) ù×ú6û - è ò &ãõ	� ù×ú is fault-free) ù � û - ê ò & õ	� ù � is faulty

otherunitsareunknown

Figure 1.2 Pseudocodeof theElectionandCliqueheuristics

time thesetof diagnosticimplicationsis changed.Theprocedureis outlined
in Figure1.2.

The likelihood 3,465 7�8 of the faulty stateof unit 9 î is estimatedas 3:4;5 7*86<=?> 5 7*8A@ =6B 5 7*8 . For rankingunitswith identicalLF values,thelikelihood C�3:4;5 7*8
of thefaulty stateof units testing 9 î is alsocounted: C�3:4;5 7*8D< �FE 3,465 G%8 for
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each gihFjlknmOo.pQg0q*r . The units aresortedto find the unit g0s most likely to
be faulty with themostreliabletesters,i.e., having themaximum t,u;v wyx and
the minimum z�t:u{v wyx values. The g s unit is then addedto the | set of
faulty units. Theunit andits }T~s�� } oq implicationsareremovedfrom theM
inferencematrix, andtheentireselectionprocedurestartsagain. Whenthere
are no more implications in the � ~ o minor matrix the remainingunits are
classifiedasfault-free.

Clique heuristic

TheCliqueheuristicis basedonthediagnosticalgorithmby Maestrinietal.
[4]. The conceptis similar to theMajority heuristic: if somefault-freeunits
could be located,thentheir test resultscould reliably identify the fault state
of other units. However, insteadof comparingthe feasibility of the fault-
free/faulty statesindividually, the algorithmtries to groupthe units into two
separatecliques.Thefriendlyclique � ~ v �*x of unit g q containsunitswith afault
stateidenticalto g q (they areeitherall fault-freeor faulty),while thefoeclique
�?o.v �*x groupsunitswith a fault stateoppositeto g q (if g q is fault-free,thenthey
can only be faulty, and vice versa). Obviously, the clique setsof neighbor
fault-freeunitsareidentical.

Cliquesare initialized using the implicationsin the � ~�~ and � ~ o minor
matrices.Cliquemembershipis thenextendedusingthe following two rules:
(1) “my friend’s friend is my friend”, and(2) “my friendsfoe is my foe”. The
othertwo possiblerules: (3) “my foe’s friend is my foe”, and(4) “my foe’s
foeis my friend” arenotused,sincethey couldleadto inconsistentcliquesdue
to faulty units. Thenthealgorithmsearchesfor the gs unit with a maximum
cardinality �6~%v wyx setandminimumcardinality � o v wyx set.Theunitsbelonging
to the � ~ v wyx setarecalledtheFault-FreeCore, they areclassifiedasfault-free.
Units in the � o v wyx setarediagnosedasfaulty. Sincesomepartsof thesystem
canbe separatedby faulty units, therecanbe units neithercontainedin the
�?o.v wyx setnor in the �?o.v wyx set.Theseunitsgettheunknownclassification,i.e.,
theCliqueheuristicmayleadto an incompletediagnosticimage.

3. MEASUREMENT RESULTS

Thepresentedmethodswerecomparedusingmeasurementresults.For the
purposeof measurementthey wereimplementedin adedicatedsimulationenvi-
ronment.Themeasurementsexaminedmany characteristicsof thealgorithms,
including the effect of fault setsize, fault groups,numberof iterations,and
systemtopologyondiagnosticaccuracy. Thesimulationswereperformedona
2-dimensionaltoroidalmeshtopologycontaining�A�{���A� processingelements.
Randomfault patternsof varioussizewereinjectedandthesystemwasdiag-
nosedin 512 subsequentsimulationrounds. Although several homogeneous
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andheterogeneousinvalidationschemeswereinvolved in thesimulation,here
wecanpresentonly theresultsfor thesymmetric(PMC)testinvalidationmodel
dueto volumeconstraints.

Theeffect of thefault setsizeon diagnosisaccuracy is shown in Table1.2.
Thefirst two columnscontainthenumberof faultsinjectedin thesystemand
thepercentageof faultyunits. For theMajority andElectionheuristicsthenum-
berof simulationroundswith incorrectdiagnosis(MDR ), andthemaximum
numberof incorrectlyclassifiedfault-free(MGM ), and faulty (MFM ) units
perroundarepresented.Accordingto theresultstheMajority heuristicgivesa
betteroverallperformancethantheElectionheuristic,althoughthelatteris less
proneto misdiagnoseafault-freeunit asafaultyunit. TheCliqueheuristicdid
not make any diagnosticmistakes,thereforethenumberof simulationrounds
with incompletediagnosis(ICR ) andthemaximumnumberof unknown units
(UM ) is given. Clearly, thenumberof unknown unitsconsiderablyexceedsthe
total amountof unitsmisdiagnosedby theothertwo methods,this is theprice
of theaccuratediagnosticperformanceof theCliqueheuristic.

Table1.2 Diagnosisaccuracy versusnumberof faults

Majority Election Clique
Faults MDR MGM / MFM MDR MGM / MFM ICR UM

4 (2.7%) 0 0 / 0 0 0 / 0 0 0
16 (11%) 0 0 / 0 0 0 / 0 10 1
36 (25%) 13 1 / 1 106 0 / 2 171 13
72 (50%) 222 5 / 6 463 0 / 8 510 58
96 (66%) 454 6 / 8 507 2 / 12 512 63

Thehigherdegreeof inferencepropagation(increasingthelengthof impli-
cationchains)improvesdiagnosticperformance.Figure1.3presentsthiseffect
in thecaseof randomlyinjectedfault patternsconsistingof 36 and72 faulty
units. The numberof simulationroundswith incorrectdiagnosisis shown
in the function of inferencepropagationiterations. Recall, that the lengthof
implicationchainsdoublesin eachiteration,i.e.,numbers1, 2, 3, and4 corre-
spondto one-,two-, four-, andeight-stepimplications.Theresultsjustify our
assumption:in thesimulatedsystemfor randomfaultsetssubsequentiterations
improve diagnosticaccuracy lessandless.

We also examinedthe effect of systemtopology on diagnosticaccuracy.
Threeregularcommunicationtopologiesweresimulated:(a) hexagonaltoro-
idal grid with threeconnections,(b) 2-dimensionaltoroidal meshwith four
connections,and(c) triangulartoroidalgrid with six connections.Figure1.4
plotsthenumberof simulationroundswith incorrectdiagnosisin thefunction



�+�K�M�O�Q�.� �Q�T�V�X�:�Z�;�O�:�0�:�0���^���A� �Q�`�0�T�M�.�b�(�/�M�M�,�e�f���
85

0

100

200

300

400

500

1 2 3 4

R
ou

nd
s�

Number of iterations

Majority (36)
Election (36)

Clique (36)
Majority (72)

Election (72)
Clique (72)

Figure 1.3 Theeffect of inferencepropagation
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Figure 1.4 Theeffect of systemtopology

of connectivity. Randomfault patternsconsistingof 36 and72 faulty units
were injectedin the system. As it canbe seen,all of the heuristicsperform
betterregardlessof fault setsizeasthe numberof connectionsincreases.In
a completelyconnectedsystemeachheuristicwould provide a correctand
completeclassification.
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4. CONCLUSIONS

This paperdescribedthe conceptof local information diagnosis,a novel
approachto efficientprobabilisticsystem-level diagnosisof massively parallel
systems.TheLID methodusesageneralizedtestinvalidationmodelto comply
with heterogeneousstructuresandconvertsthesyndromeinto a topologyand
invalidation independentimplication set. The paperdemonstratedthe legiti-
macy of thelimited inferenceapproach:it ispossibletoachievehighdiagnostic
accuracy evenusingonly a portionof diagnosticinformationcontainedin the
transitive closureby evaluatingthe implication chainsin the inferencegraph
only in a limited length.

Threedifferentfault classificationheuristicswerepresented.Theseheuris-
tics apply ideasof existing successfulalgorithmsin theLID framework. The
main characteristicsof theheuristicswerecomparedby simulationandmea-
surements.TheMajority andElectionheuristicshave similar diagnosticper-
formanceand complexity. They provide a completediagnosticimage,but
make a low amountof diagnosticmistakesin thecaseof large fault sets.The
Cliqueheuristicproducescorrectdiagnosisevenfor many faulty units,but as
a disadvantagethemoreunits remainunknown thanaremisdiagnosedby the
othertwo methods.
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[2] T. BarthaandE. Seĺenyi. Probabilisticsystem-level fault diagnosticalgo-
rithmsfor multiprocessors.Parallel Computing, 22:1807–1821,1997.

[3] D. Blough, G. Sullivan, and G. Masson. Fault diagnosisfor sparsely
interconnectedmultiprocessorsystems.In 19thInt. IEEESymp.on Fault-
Tolerant Computing, pages62–69.IEEEComputerSociety, 1989.

[4] P. MaestriniandP. Santi. Self diagnosisof processorarraysusinga com-
parisonmodel.In SymposiumonReliableDistributedSystems(SRDS’95),
pages218–228,LosAlamitos,Ca.,USA,September1995.IEEEComputer
SocietyPress.

[5] F. Preparata,G. Metze, and R. Chien. On the connectionassignment
problemof diagnosablesystems.IEEE Trans.Electronic Computers, EC-
16(6):848–854,December1967.
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